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Youth is best understood as a period

of transition from the dependence of

childhood to adulthood's

independence. Youth denotes those

persons between the ages of 15 and

24 years (WHO,1981) and constitute 16

per cent of the global population.

International youth day is celebrated

every year on the 12th of August to

leverage the full potential of this

specific population. In 2022, the

theme for International Youth Day is

Intergenerational Solidarity: Creating

a World for All Ages (WHO,2022). The

theme suggests not leaving anyone

behind by creating solidarity within all

the generations, which is also a

Sustainable development goal for

2030. Although various programs are

tailored for the benefit of youth, a

substantial amount of violence is

directed toward them. 

CYBERCRIMES AMONG YOUTH
An introduction 

By Minnu Elsa Abraham 

 

Violence against youth is a global

problem and takes different forms. A

combination of individual,

relationship, community, and societal

factors contribute to the risk of youth

violence. Youth who does not belong

to a conducive environment is usually

targeted, as they lack adequate

support from family and society. 

PROTECT THE YOUTH

PROTECT THE FUTURE



V i o l e n c e  a g a i n s t  y o u t h  i n c l u d e s  a

r a n g e  o f  a c t s  f r o m  b u l l y i n g  a n d

p h y s i c a l  f i g h t i n g  t o  m o r e  s e v e r e

s e x u a l  a n d  p h y s i c a l  a s s a u l t  t o

h o m i c i d e .  W i t h  t h e  p a n d e m i c ,  t h e

v i o l e n c e  a g a i n s t  y o u t h  h a s  t a k e n

t h e  f o r m  o f  c y b e r c r i m e s .  D u e  t o  i t s

t r a n s n a t i o n a l  n a t u r e  a n d  t h e

b o r d e r l e s s  r e a l m  o f  c y b e r s p a c e ,  i t

i m p a c t s  y o u t h  a c r o s s  t h e  g l o b e  a s

t h e y  s p e n d  m o s t  o f  t h e i r  t i m e

o n l i n e .  

C y b e r c r i m e s  m a i n l y  i n v o l v e

c y b e r b u l l y i n g ,  c y b e r s t a l k i n g ,  i d e n t i t y

t h e f t ,  p o r n o g r a p h y ,  a n d  h a r a s s m e n t .

C y b e r s t a l k i n g  i n v o l v e s  a  s e r i e s  o f

b e h a v i o u r s  a n d  a c t i o n s  i n t e n d e d  t o

i n t i m i d a t e ,  a l a r m ,  f r i g h t e n ,  o r  h a r a s s

t h e  v i c t i m  a n d  t h e  v i c t i m ' s  f a m i l y ,

p a r t n e r ,  a n d  f r i e n d s .  P e r p e t r a t o r s

c a n  e n g a g e  i n  c y b e r s t a l k i n g  d i r e c t l y

b y  e m a i l i n g ,  i n s t a n t  m e s s a g i n g ,

c a l l i n g ,  t e x t i n g ,  o r  u t i l i z i n g  o t h e r

f o r m s  o f  e l e c t r o n i c  c o m m u n i c a t i o n s

t o  c o m m u n i c a t e  o b s c e n e ,  v u l g a r ,

d e f a m a t o r y  c o m m e n t s  o r  t h r e a t s .

T h e y  u s e  t e c h n o l o g i e s  t o  m o n i t o r ,

s u r v e y  a n d  f o l l o w  t h e  v i c t i m ' s

m o v e m e n t s .  P e r p e t r a t o r s  c a n  a l s o

e n g a g e  i n  c y b e r s t a l k i n g  i n d i r e c t l y  b y

c a u s i n g  d a m a g e  t o  t h e  v i c t i m ' s

d i g i t a l  d e v i c e ,  p o s t i n g  f a l s e ,

m a l i c i o u s ,  a n d  o f f e n s i v e  i n f o r m a t i o n

a b o u t  t h e  v i c t i m  o n l i n e ,  o r  s e t t i n g

u p  a  f a k e  a c c o u n t  i n  t h e  v i c t i m ' s

n a m e  t o  p o s t  m a t e r i a l  o n l i n e

( U N D O C , 2 0 2 1 ) .  

C y b e r  h a r a s s m e n t  m a y  a l s o  i n v o l v e

t a r g e t e d  h a r a s s m e n t ,  w h e r e  o n e  o r

m o r e  p e r s o n s  w o r k  t o g e t h e r  t o

r e p e a t e d l y  h a r a s s  t h e i r  t a r g e t  o n l i n e

o v e r  a  f i n i t e  p e r i o d  ( o f t e n  a  b r i e f

p e r i o d )  t o  c a u s e  d i s t r e s s ,

h u m i l i a t i o n ,  a n d / o r  s i l e n c e  t h e

t a r g e t .  C y b e r  h a r a s s m e n t  c a n  a l s o

i n v o l v e  p o s t i n g  o r  d i s t r i b u t i n g  f a l s e

i n f o r m a t i o n  o r  r u m o u r s  a b o u t  a n

i n d i v i d u a l  t o  d a m a g e  t h e  v i c t i m ' s

s o c i a l  s t a n d i n g ,  i n t e r p e r s o n a l

r e l a t i o n s h i p s ,  a n d  r e p u t a t i o n

( U N D O C , 2 0 2 1 ) .

What comprises cybercrimes among youth? 

CYBERSTALKING

INTIMIDATION

CYBERBULLYING

DOXING

NON-CONSENSUAL SEXTING

HARRASSMENT

UNDERSTAND.
SPEAK.
REPORT.

CHILD PORNOGRAPHY



Y o u t h  h a v e  a n  i n t e n s e  i m p a c t  o n
t h e m  w h e n  e x p o s e d  t o  v i o l e n c e .
T h e y  m a y  e n g a g e  i n  f u t u r e
v i o l e n c e  p e r p e t r a t i o n  a n d
v i c t i m i z a t i o n ,  s m o k i n g ,  s u b s t a n c e
u s e ,  h i g h - r i s k  s e x u a l  b e h a v i o u r ,
d e p r e s s i o n ,  a c a d e m i c  d i f f i c u l t i e s ,
s c h o o l  d r o p o u t ,  a n d  r i s k  o f  s e l f
h a r m  / s u i c i d e  .  T h e y  a r e  a t  t h e
r i s k  o f  h a v i n g  m e n t a l  i l l n e s s e s  i n
t h e  f u t u r e  a s  w e l l .  T h e r e  c a n  b e
i m p a c t  o n  s o c i a l  l i f e  l i k e
a v o i d a n c e  o f  s o c i a l  e v e n t s ,
s c h o o l ,  f r i e n d s  a n d  f a m i l y .

E v e n  t h o u g h  t h i s  i s  a n  g l o b a l
i s s u e  t h a t  d e m a n d s  i m m e d i a t e
a t t e n t i o n ,  n o  m u l t i l a t e r a l  a n d
r e g i o n a l  t r e a t i e s  a r e  m a d e  t o
a d d r e s s  t h i s .  S e v e r a l  c o u n t r i e s
h a v e  i d e n t i f i e d  t h e  i s s u e  a s  a
s e r i o u s  c r i m i n a l  o f f e n c e ,  a n d
l e g i s l a t i o n  h a s  b e e n  m a d e  t o
a d d r e s s  i t .  I n  I n d i a ,  t h e
I n f o r m a t i o n  T e c h n o l o g y  a c t  2 0 0 0
i s  t h e  l e g i s l a t i v e  f r a m e w o r k  f o r
r e d r e s s i n g  a n y  c y b e r c r i m e .  T h e
2 0 0 8  a m e n d m e n t  o f  t h e  a c t
s p e c i f i c a l l y  t a r g e t s  c y b e r b u l l y i n g ,
c y b e r  h a r a s s m e n t ,  c y b e r s t a l k i n g ,
c h i l d  p o r n o g r a p h y  a n d  v o y e u r i s m .
I n d i a  a l s o  h a s  a  N a t i o n a l  C y b e r
C r i m e  R e p o r t i n g  P o r t a l ,  w h i c h
o f f e r s  c o p i o u s  s e r v i c e s ,  i n c l u d i n g
h e l p l i n e s  ( H e l p l i n e  n u m b e r : 1 9 3 0 ) .  

Mental health impact of cybercrimes among youth 
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